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POLICY GOVERNING

 DOCUMENT RETENTION AND DESTRUCTION

The Community Colleges of New Hampshire Foundation [the Foundation] adopts the following Policy in order to strengthen its existing policies and procedures, maintain and exemplify “best practices,” and comply with applicable law
 and regulations.

1. The Foundation Board, staff and volunteers must be aware that it is a crime to destroy, alter, cover up, or falsify any document
 (or persuade anyone else to do so) to prevent its use in an official proceeding (for example, litigation or administrative proceeding, governmental investigation, or bankruptcy proceeding).

2. If an official investigation is underway or even suspected, management must stop any document purging in order to avoid criminal obstruction charges.

3. Similarly, if litigation is reasonably anticipated, document purging must be stopped.
4. The Foundation will adopt and maintain a written, mandatory document retention and destruction policy to help limit accidental or innocent document destruction.

5. The Foundation Management will monitor, justify, and carefully administer the document destruction process.

6. The Foundation Management will maintain appropriate records about its operations, and will also regularly dispose of unnecessary and outdated documents in accordance with the Policy.

7. The Foundation Management will manage, store, preserve and archive documents, including e-mail and other electronic messages or data, in accordance with the Policy.

8. The Board Audit Committee has responsibility for oversight of compliance with this Policy.
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DOCUMENT RETENTION AND DESTRUCTION POLICY
Sensitivity to the confidential and personal information regarding existing and prospective donors is the basic value that governs these guidelines that stress accuracy, confidentiality, security, and proper archiving or destruction for the Community College of New Hampshire Foundation’s records.
I. Paper and Electronic Files

A. The Foundation maintains both paper and electronic files, and is responsible to ensure the basic values of accuracy, confidentiality, security and proper archiving as well as ensuring proper document destruction once documents have served their purpose. 


B. The Foundation keeps financial reports and sensitive donor documents in a locked safe or file cabinets in the Foundation Office.  


C. Only Foundation Management and Staff have access to fund development paper and electronic files. For purposes of this document, “staff” includes outside consultants that have signed confidentiality agreements with the Foundation. 
D. Foundation staff members scan all possible donor information and correspondence into their computer system, and destroy or archive the originals.

E. All electronic computer files are protected by employee password.  All Foundation staff will use screen savers and are encouraged to turn their log off their computer when away from the Foundation Office area for more than 15 minutes.
F. Foundation staff members do not allow work study students or volunteers to use their desks or work areas unsupervised. Community College System of New Hampshire [the System] staff may use these desks and areas only if all donor and financial files are secure and not in plain view.
G. Foundation voicemail and email files are protected, maintained and destroyed according to any existing System policy and/or procedure.

H. The System protects Foundation records by providing regular computer system checks for reliability and protection against viruses in the ordinary course of maintaining the System’s records.
II. File Access 

A. Only Foundation staff has access to prospect and donor research, giving and biographical files.


B. Foundation staff, the Board of Directors’ Finance & Investment Committee, the System Chancellor, and the Foundation Chairperson shall have access to financial files and records.
III. Unprocessed Gift Checks and Pledges
A. Any gift checks and pledges not processed the day of receipt are kept overnight in the locked Foundation safe/file cabinet. 
IV. Donor Contact and Research Reports

A. Foundation staff may write contact reports to document all interaction with special gift prospects and donors.  They may create donor research reports. All donor/prospect contact and research reports are confidential.  They may be kept by the Foundation in paper and/or electronic files.


B. Because a prospect or donor may demand to review his/her file and such a request must be honored, Foundation staff includes only objective and factual information in their reports.  (See Donor Research Guidelines.) 
V. Backup
A. All Foundation electronic files must be backed up daily to prevent catastrophic file loss. In the ordinary course of maintaining the Foundation’s records, the System protects records through regular computer system checks.

VI. Gift Agreements
A. The Foundation retains the originals of all term gift and endowment gift agreements in the Foundation office, as well as distributes copies to the appropriate campus.
VII. Retention Cycle


A. The Foundation keeps permanent files in the Foundation Office of the following:

a. End-of-fiscal-year reports and financial statements

b. Annual Reports (audited)

c. Auditors’ management letters

d. Minutes of Board meetings

e. Guidelines and Policies 

f. Office Policy and Procedures Manual (all daily and cyclical procedures) 
g. Submitted IRS forms (e.g., 1099, 990, 8282, 8283)

h. All legal documents

i. All correspondence with legal and financial counsel

j. Depreciation schedules of Foundation real assets
k. Funded grant requests

B. The Foundation retains, in the Foundation Office, the following for 7 years.  At the end of this time, these documents are either archived or destroyed in accordance with this Policy:
l. Copies of donor checks, stock transfer notices, pledges and accompanying documentation
m. Monthly and quarterly account statements 

n. Monthly and quarterly asset management reports

o. Fundraising program plans and reports

p. Non-funded grant requests

VIII. Students and Other Temporary Employees
A. All temporary Foundation employees, including volunteers and third party consultants, must sign a confidentiality agreement prior to being allowed access to Foundation Office files.  

IX. Archives
A. Foundation records no longer needed for current operations but deemed to be of historic value are moved to the System’s archives within the System’s Office.


B. Only current Foundation staff, and the Foundation Chairperson, Foundation Treasurer, and System Chancellor have access to these archived records.  Others may be granted access with permission of Foundation Chairperson and/or System Chancellor.
X. Document Destruction

A. All Foundation paper documents that are neither necessary for current operations nor designated for archiving must be destroyed. Such destruction will be conducted under the direction of the Executive Director of the Foundation and/or an officer thereof.


B. Donor-sensitive and finance-sensitive documents may be destroyed only by shredding and only by Foundation staff.  

XI. Suspension of Policy – Litigation Hold
A. If the Foundation becomes aware of litigation or the threat of litigation against the Foundation or any officer or director thereof for acts or omissions during term of service, all usual document and record destruction shall be suspended immediately.   The Foundation should then promptly consult with counsel so that the Foundation can assess the scope of documents and records that must continue to be retained by the Foundation to ensure compliance with applicable law.  
Adopted by Board of Directors:   March 9, 2009





date

� Nonprofit organizations are required by Sarbanes-Oxley to adopt a Document Retention and Destruction Policy and a Whisteblower Protection Policy (Public Company Accounting Reform and Investor Protection Act of 2002).  This policy is one of those two requirements of Sarbanes-Oxley that apply to nonprofits, which are otherwise not subject to that federal legislation. 


� “Document” includes e-mail, voicemail and other electronic messages or data.





5
Community Colleges of New Hampshire Foundation                                                         Document Retention and Destruction Policy

_1280657796.bin

